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How Do | Transfer Files to and from the Bear Research Server?

Secure File Transfer to Bear

Haas Enterprise Computing and Service Management (ECSM) requires the use of encrypted electronic
communications to the Bear research server. This helps prevent unauthorized account access and
ensures that your data transfer is secure.

We recommend WinSCP as a secure file transfer client for workstations running all versions of Windows.
WinSCP provides an easy-to-use graphical interface for secure file transfer, and integrates well with the
puTTY SSH client. For help using puTTY, please refer to the following link:

http://groups.haas.berkeley.edu/HCS/howdoi/install _putty.pdf

Uninstalling SSH.com's version of the Secure Shell Client:

The SSH client once provided by SSH.com is no longer maintained by the vendor or supported by
ECSM, and its continued usage could pose a security risk to your workstation. If you are currently
running the SSH.com client software, you should first remove this software before installing WinSCP.

I. Installing WinSCP:

Step Procedure

Go to:

1 http://winscp.net/eng/download.php

and download the latest version of the WinSCP Installation package.

Save the file and note the location for the next step. Run the installer file as
an administrator and select the installation language. Click 'OK'.

Click "Next>" (five times) to install WinSCP into the default location, but do
not install add-on packages if asked.

4 Click "Install" to install WinSCP

5 Click "Finish" to complete the installation of the WinSCP client.
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II. Configuring WinSCP to connect to Bear:

Once WInSCP is installed, you can configure a profile to connect directly to Bear.

Once a profile has

been created, you can connect using only your password, without needing to enter the username,
hostname or other settings each time you connect.

To Open WinSCP go to All Programs > WinSCP > &' WinSCP

When you first open WinSCP, the following screen appears. From here you can modify settings and
create connection profiles.
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If you have previously used puTTY to connect to Bear, and have saved a connection profile, you can
import the profile by selecting Session > Stored sessions > Tools > Import (select 'Import host keys') >

OK :
© .
Import sessions from PuTTY I. ? &J
Following list contains sessions stored in PuTTY 55H client. Check sessions
you want to import and press OK button.
Session Protocol -
bear ash
Import cached host keys for checked sessions
Un/check al | ok || Cancal || |
L%
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If you have not previously used connection profiles in puTTY or WinSCP, you can set one up in WinSCP
by performing the following steps:

1.) Under "Session", type bear.haas.berkeley.edu in the "Host name:" field, and your login in the "User
name" field. This will allow WinSCP to enter your username for you upon connecting, but will still ask for
your password.

2.) Under "SSH", ensure that "Blowfish" is the Encryption cipher. If "Blowfish" is not at the top of the list,
select it and click the "Up" button to move it to the top of the list. Blowfish provides good encryption while
offering faster data transfer rates compared to other encryption ciphers.

3.) Click "Save...", and "OK". You will now see username@bear.haas.berkeley.edu in the "Stored
sessions" list. Note that multiple profiles can be saved in WinSCP.

To connect to Bear, open WinSCP and double-click on "username@bear.haas.berkeley.edu", provide
your password, and click "OK":

r© .
Password - bear ﬁ

Searching for host...
Connecting to host...
Authenticating. ..

|Jsing usemame "markp”.

Password:

OK | | Cancel | | Heb |
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Ill. Using WinSCP to transfer files:

WinSCP is a graphical, secure, file transfer program that allows for drag-and-drop to and from a server. A

sample interface is as follows, with the local workstation on the left, and the server on the right:

B\ Downloads - bear - WinSCP - . - = | B S
Local Mark Files Commands Session Options Remote Help
& - e e R Default - %
£, C: Local Disk - iE i o} [ | e | markp - = a2 2 | T
AU sershmarkpiDownloads ‘haomedcostaff/markp
MName ’Ext Size Type Changed MName Ext Size Changed Rights Owner =
E. Parent directory 2/16/2010 1:38:27 PM » - 8/26/200910:1...  rwar-xr-x root
liso File folder 2/8/2010 5:29:29 PM J Isbatch 1/21/200011:3.. rwae------ rarkp
4| desktop.ini 282 Configuration settings  10/26/2009 9:33:06 AM J .matlab 10/6/2000 11:0...  rwac----- markp -
Tiptables-tutorial.pdf 2,839,225 Adobe Acrobat Doc...  2/9/2010 12:15:15 PM J .mozilla 7/30/2008 2:03:...  rwx------ rarkp
ﬁlwinscpﬁﬁsetup.ae 2978833 Application 2/16/2010 1:38:34 PM J .ssh 9/3/2008 2:36:2...  rwar-xr-x rarkp |
| J statall 1/21/201011:2...  rwr-xr-x markp
| app_audit 4/15/2008 5:22:..  rwarwx--- rarkp
. bulk 3/12/2006 8:03:...  rwarwarw rarkp
I . mailing-list 4/24/2008 1:3%:...  rwar-xr-x root
J quota_reports 6/12/200911:3...  rwar-xr-x root
| sasuservd2 1/21/2000 1123, rwaorwae--- rarkp
B .alias 291 10/8/2008 11:5...  rw-r--r-- markp
|| bash_history 10,308 2/16/201012:4...  rw------- rarkp
|| bash_profile 244 10/13/200911:...  rw-r--r-- rarkp
L | .bashrc 239 12/3/2009 317:...  rw-r--r-- markp
|| ICEauthority 157 2/26/2009 201:.. rw------- rarkp
|| lesshst 346 1/22/201010:5..  rw------- rarkp
.oinerc 17.392  5/9/2008 10:26:...  rw------- rarkp A
0B of 5681 KBin Dof 4 0 B of 3,830 KiBin 0 of 44
«# F2Rename 23 F5 Copy i3 F6 Move (= F7 Create Directory 3 F8 Delete i FO Properties J1. F10 Quit
S sFTP3 0:02:22
After transferring files, simply close the program to end the session.
Questions or problems regarding this 'How Do I' should be directed to:
Haas Enterprise Computing and Service Management Helpdesk
http://helpdesk.haas.berkeley.edu
helpdesk@haas.berkeley.edu
510-642-0434
(toll-free - 866-642-0434 )
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